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About	  me…	  

•  Brook Schofield 
mailto:schofield@terena.org 
skype://brookschofield 
tel:+31651553991 
http://terena.org/~schofield 
 
–   

  Australian living in The Netherlands 
  Grew up on the island state of Tasmania 
   
  Attended the EIFL GA in Belarus 2011 



What	  is	  eduroam?	  
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•  eduroam	  is	  a	  global	  wireless	  roaming	  
network,	  based	  on:	  
– WPA2	  &	  802.1X	  (network	  access	  control)	  
– RADIUS	  (infrastructure	  to	  transport	  credenKals)	  
– Trust	  fabric	  (RADIUS	  hierarchy	  and	  policy)	  
– No	  web	  splash	  screen	  portal	  or	  shared	  passwords	  

•  Started	  in	  the	  TERENA	  Task	  Force	  “Mobility”	  
•  eduroam	  =	  educaKon	  roaming	  

	  



How	  it	  all	  started…	  
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Two	  (2)	  opKons	  explored	  …and	  rejected	  

7	  

•  Open	  WiFi	  +	  VPN	  
–  Route	  traffic	  back	  to	  your	  home	  organisaKon	  via	  VPN	  

•  Benefit	  that	  “internet”	  traffic	  was	  from	  the	  home	  ins8tu8on	  

– Access	  Control	  is	  problemaKc	  
•  You	  don’t	  really	  know	  who	  is	  using	  it	  (just	  that	  they	  have	  a	  
VPN)	  

•  Web	  Redirect	  
–  Popular	  at	  airports,	  cafés	  and	  hotels	  
– No	  “over	  the	  air”	  security	  



What	  is	  wrong	  with	  this	  page?	  	  

8	  

•  Airport	  Portal	  Pop-‐up	  
– Who	  runs	  it?	  
– Can	  you	  trust	  it?	  
– What	  do	  they	  need	  
(vs	  want)	  to	  know	  
about	  you?	  

•  Is	  this	  run	  by	  a	  16	  
year	  old	  on	  her	  
laptop?	  



The	  soluKon:	  eduroam	  

9	  

•  Trust based on national policy 
•  Security based on 802.1X/RADIUS 
•  VLAN assignment to separate users 
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FCCN 

RADIUS Proxy servers  
connecting to a European  
level RADIUS proxy server 

University of  
Southampton 

•  Participation 
guidelines are 
being drafted 

 
•  Aim is to 
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Spain, Norway, 
Slovenia, Czech 
Republic & 
Greece have 
indicated their 
willingness to 
join. 
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Where	  is	  eduroam?	  
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ConKnual	  growth…	  
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•  58	  territories	  
–  43	  territories	  in	  Europe	  
–  8	  territories	  in	  Asia	  (7	  pilots	  in	  progress)	  
–  2	  territories	  in	  North	  America	  
–  3	  territories	  in	  Africa	  (1	  pilot	  planned)	  
–  2	  territories	  in	  LaKn	  America	  (7	  pilots	  planned)	  

•  5000	  locaKons,	  >1000	  insKtuKons	  
•  WigleNet	  Crowd	  Sourced	  Access	  Point	  Stats	  

–  May	  2012 	  #27	  –	  0.108%	  -‐	  70561	  
–  Sept	  2012 	  #23	  –	  0.116%	  -‐	  88135	  
–  Nov	  2012 	  #22	  –	  0.112%	  -‐	  97127	  
–  3rd	  in	  list	  of	  operators	  behind	  BT	  &	  SFR	  



Growth	  requires	  Governance	  
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•  Global	  eduroam	  Governance	  Commipee	  
–  Created	  in	  2011	  to	  provide	  a	  “voice”	  for	  all	  regions	  

•  World-‐wide	  representaKon	  
–  Europe	  (3),	  Asia	  (2),	  North	  America	  (2),	  La'n	  America	  
(2),	  Africa	  (2)	  

–  Created	  the	  “Compliance	  Statement”	  

•  Signatories	  
–  Europe	  (1),	  Asia	  (8),	  North	  America	  (2),	  LaKn	  America	  
(2),	  Africa	  (3)	  



eduroam	  Benefits	  
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•  Builds	  on	  your	  exisKng	  campus	  wifi	  
– Not	  new	  equipment	  –	  just	  new	  configuraKon	  

•  Use	  eduroam	  @	  home	  
– Only	  1	  campus	  wifi	  network	  for	  all!	  

•  No	  guest	  accounts	  
– Helpdesk	  +	  idenKty	  verificaKon	  is	  expensive	  

•  Improved	  support	  services	  in	  development	  
– Global	  improvements	  benefit	  your	  campus	  



eduroam	  Deployment	  AnK-‐Paperns	  
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•  I	  need	  to	  know	  who	  accesses	  my	  network	  
– Causes	  Loss	  of	  Control	  

•  Evil	  People	  Use	  eduroam	  
– You	  can	  sKll	  monitor	  usage	  and	  block	  individuals	  

•  Country	  X	  doesn’t	  have	  eduroam	  
– 58	  countries	  now	  –	  7	  more	  in	  LaKn	  America	  
thanks	  to	  ELCIRA	  in	  18	  months	  Kme	  

•  My	  staff	  and	  students	  don’t	  go	  anywhere	  
– You’ll	  be	  surprised	  what	  your	  students	  get	  up	  to!	  







eduroam	  in	  the	  future…	  
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•  Ready	  for	  Hotspot	  2.0,	  Next	  GeneraKon	  
Hotspot	  (NGH)	  and	  Wi-‐Fi	  Passpoint™	  
– Ready	  since	  2003!	  
– Support	  a	  wider	  range	  of	  roaming	  partners	  
– Nothing	  is	  simpler	  than	  doing	  nothing!	  

•  Mobile/Cellular	  industry	  adopKng	  this	  
approach	  
– Public/Private	  Partnership	  OpportuniKes	  for	  
Research	  and	  EducaKon.	  



eduroam	  Companion	  
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eduroam	  Companion	  
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•  Also	  on	  Android	  
•  AddiKonal	  
features	  
– Heat	  maps	  
– Twiper/Facebook	  



Why	  a	  configuraKon	  assistant	  tool?	  	  
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•  Solve	  the	  user	  confusion	  problem	  
–  InsKtuKonal	  flexibility	  causes	  a	  documentaKon	  
problem…	  …installaKon	  is	  the	  hardest	  part.	  



Why	  a	  configuraKon	  assistant	  tool?	  	  
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•  Available	  EAP-‐Types	  

•  hNp://deployingradius.com/documents/protocols/
compa8bility.html	  



Why	  a	  configuraKon	  assistant	  tool?	  	  
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•  InsKtuKon	  choose	  AuthenKcaKon	  Type	  
–  PEAP-‐MSCHAPv2	  popular	  for	  Microsox	  Playorms	  
–  TTLS-‐PAP	  popular	  for	  sites	  with	  encrypted	  LDAP	  
–  TTLS-‐*	  is	  only	  supported	  in	  Wi-‐Fi	  Passpoint	  

•  MulKple	  Device	  Playorms	  
– MacOS	  X	  and	  iOS	  devices	  (iPod,	  iPhone,	  iPad)	  
– Microsox	  Windows	  
– Android	  Phone	  and	  Tablets	  
– Other	  laptops/phones/tablets	  less	  popular	  (but	  need	  
support)	  and	  new	  devices	  appear…	  



eduroam	  Pilots	  &Future	  Deployments	  
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•  Pilots	  
– LaKn	  America:	  ArgenKna,	  Chile,	  Costa	  Rica,	  
Venezuela	  

– Asia:	  India,	  Malaysia,	  Mongolia,	  Pakistan,	  
Philippines,	  Singapore,	  Sri	  Lanka	  

– Africa:	  Tanzania	  
•  Interest	  

– LaKn	  America:	  Colombia,	  El	  Salvador,	  Ecuador	  
– Africa:	  Sudan,	  Cameroon,	  Zambia,	  Zimbabwe	  



CollaboraKons	  with	  EIFL	  
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•  Zimbabwe	  
– NUST	  are	  interested	  

•  Zambia	  
– ZAMREN	  collaboraKng	  with	  Radboud	  Universiteit	  	  

•  Mongolia	  
– Using	  Koha	  as	  an	  authenKcaKon	  source	  

•  Sudan	  
– SudREN	  iniKal	  setup	  started	  



How	  do	  I	  join	  eduroam?	  
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•  Set	  up	  a	  RADIUS	  server	  at	  your	  campus	  that…	  
– AuthenKcates	  your	  own	  users	  

•  FreeRADIUS	  hNp://freeradius.org/	  	  
– Adds	  WPA2-‐Enterprise	  to	  your	  wireless	  network	  
– Proxies	  guest	  users’	  requests	  to	  your	  roaming	  
operator	  (and	  on	  to	  internaKonal	  infrastructure)	  

•  Connect	  to	  your	  federaKon	  RADIUS	  server	  
managed	  by	  your	  Roaming	  Operator	  

•  Promote	  eduroam	  to	  your	  users	  



What	  if	  I	  don’t	  have	  a	  Roaming	  Operator?	  
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•  I	  don’t	  have	  an	  NREN	  
–  A	  university	  or	  library	  can	  be	  the	  Roaming	  Operator	  
–  USA,	  Hong	  Kong,	  Macau	  all	  started	  with	  a	  insKtuKon	  
–  eduroam	  is	  a	  service	  above	  the	  network	  
–  Underlying	  network	  can	  be	  an	  NREN,	  ADSL,	  Satellite	  or	  
Cellular	  

•  Setup	  a	  FederaKon	  Level	  RADIUS	  for	  your	  ccTLD	  
–  RADIUS	  Proxy	  Server	  

•  RadSecProxy	  is	  ideal	  hNp://so\ware.unineN.no/radsecproxy/	  
–  Connect	  to	  eduroam	  Top-‐Level	  RADIUS	  	  

•  Promote	  eduroam	  to	  your	  peers	  



eduroam	  Infrastructure	  
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•  WiFi Access Points, a RADIUS Server and a user 
database for sites. 

•  RADIUS proxy for Federation Level RADIUS 
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